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Abstract
This chapter explores the critical role of advanced cryptographic technologies in securing smart city applications across domains such as e-health, e-commerce, and e-banking. As urban environments become increasingly digitized, safeguarding sensitive data, ensuring transaction integrity, and protecting user privacy emerge as paramount challenges. The chapter explores a spectrum of cryptographic solutions, including blockchain, homomorphic encryption, zero-knowledge proofs, and quantum cryptography, that address these complexities. Through detailed analysis and real-world case studies, it highlights practical implementations and emerging trends that reinforce trust and resilience in smart city infrastructures. Moreover, the chapter discusses the policy and ethical dimensions necessary to balance security with usability and transparency. Finally, it provides a comprehensive framework for integrating cryptographic safeguards into the evolving digital fabric of smart cities, ensuring secure, scalable, and citizen-centric urban services.
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